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Abstract
ZigBee (IEEE 802.15.4) is a wireless mesh networking protocol low in cost, power, data rate, and complexity. To access Lo-
cal Area Networks (LAN), 802.11b/g standard is used all over the world as Wi-Fi (Wireless Fidelity) standard. IEEE 802.15.4
Wireless Sensor Networks (WSNs) and IEEE 802.11b/g Wireless Local Area Networks (WLANs) are often collocated, causing
a coexistence. The coexistence occurs because these networks share the same 2.4 GHz Industrial, Scientific, and Medical (ISM)
band. A Simulation model has been introduced which completely reflects the ZigBee and WiFi coexistence. We have proposed
frequency agility based interference avoidance algorithm. However, algorithm detects interference and adaptively switch nodes to
safe channel for dynamically avoid WLAN interference with lower latency and energy consumption. The performance of ZigBee
under WiFi is empirically evaluated in terms of the packet error rate (PER) and bit error rate (BER). The Simulation results us-
ing frequency agility algorithm demonstrate that the design guideline can eﬃciently mitigate the eﬀect of WiFi interference and
enhance the performance of ZigBee networks.
c© 2014 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of organizing committee of the 3rd International Conference on Recent Trends in Computing
2015 (ICRTC-2015).
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1. Introduction
ZigBee is a wireless mesh networking scheme based on IEEE 802.15.4 standard. ZigBee is low in cost, power, data
rate, and complexity, and it is easy for deployment and implementation. These features, together with its use of unli-
censed spectrum and its advantage of being a public standard rather than proprietary protocol, make it the most suitable
wireless technology to monitor, collect, and analyse data. However, almost all ZigBee channels are overlapped with
wireless local area networks (WLANs) based on 802.11 specifications, because they all use the license-free 2.4 GHz
ISM frequency bands. This coexistence results in a significant performance degradation when ZigBee based WSNs
and WLANs are operating simultaneously within a network. The rest of the paper is organized as follows.
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Fig. 1. LR-WPAN and WLAN Channel Allocations
Fig. 2. Interference model between IEEE 802.11b and IEEE
802.15.4
In Section II ZigBee standards are briefly introduced. Section III elaborates Coexistent of ZigBee over WiFi and Sim-
ulation Model as well as Algorithm of coexistence. In Section IV the performance of ZigBee under WiFi Coexistence
is evaluated. The IEEE 802.15.4 is specified within open ISM-band. ISM bands operate at 868 MHz for Europe, 915
MHz for the America, and 2.4 GHz for worldwide use. ZigBee is slower than Wi-Fi and Blue tooth, but is designed
for low power so that batteries can last for months and years.
2. WiFi Standards
IEEE 802.11 uses ISM (Industrial Scientific and Medical) 2.4 GHz frequency band and there are 13 overlapping
22 MHz wide frequency channels. The most widespread specifications are IEEE 802.11b and IEEE 802.11g.
2.1. IEEE 802.11 Standards
The IEEE 802.11 specifications are wireless standards that specify an over the air interface between a wireless
client and a base station or access point, as well as among wireless client. IEEE 802.11 standard primarily addresses
two separate layers of the ISO networking model:
3. Coexistence of Wi-Fi and ZigBee
Coexistence defined as the ability of one system to perform a task in a given shared environment where other
systems may or may not be using the same set of rules. Almost all ZigBee channels are overlapped with Wi-Fi as
shown in Fig.1 whose transmission power is far stronger than ZigBee resulting in significant performance degrada-
tion. Therefore, we need to evaluate the performance of ZigBee with the coexistence of Wi-Fi to guide the practical
implementation of ZigBee for both residential and business environments. To examine the performance of ZigBee
in the presence of Wi-Fi interference theoretical model is developed to examine ZigBee and Wi-Fi coexistence. The
impact of 802.11 interference on IEEE 802.15.4 is analysed in terms of the Bit error rate (BER) and the Packet Error
Rate (PER). PER is obtained from BER and collision time by means of an analytical model and simulation. All coex-
istence performance evaluations prove that ZigBee can be significantly interfered by Wi-Fi under heavy Wi-Fi traﬃc
conditions. An eﬀective interference mitigation scheme is therefore required in order to guarantee ZigBee reliability.
3.1. Theoretical ZigBee BER and PER analysis
The PHY layer of IEEE 802.15.4 at 2.4 GHz uses OQPSK modulation. For an additive white Gaussian noise
(AWGN) channel, the BER can be calculated by the following equation
BER = Q
⎛⎜⎜⎜⎜⎝
√
2 Eb
No
⎞⎟⎟⎟⎟⎠ (1)
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Where EbN0 is the normalized signal-to-noise ratio (SNR) and Q is Q-function of Gaussian distribution.
Q = 1√
2π
∫ ∞
X
exp
(
− u
2
2
)
du (2)
When a ZigBee channel overlaps with a Wi-Fi channel, we can consider the Wi-Fi signal as partial band jamming
noise for the ZigBee signal [6] and the SNR is replaced by signal-to-interference- plus-noise ratio (SINR) which can
be defined as
S INR =
PS ignal
Pnoise + Pinter f erence
(3)
Where PS ignal is the power of the desired signal at ZigBee receiver, Pnoise is the noise power, and Pinter f erence is the
received interference power from Wi-Fi signal at ZigBee receiver. Considering that the power spectrum of IEEE
802.11b is 11 times wider than ZigBee and is not uniformly distributed, in-band interference power of IEEE 802.11
cannot be simply calculated by dividing 11. An amendment parameter of in-band power factor r is added to Pinter f erence
. Therefore, (4.3.3) is modified as
S INR =
PS ignal
Pnoise + r. Pinter f erence
(4)
To obtain the power factor, the power spectral density of the IEEE802.11b and oﬀset frequency between the central
frequency of ZigBee and Wi-Fi are considered. Since the power is concentrated around the central frequency, it
increases as the oﬀset frequency decreases. PER is a Packet Error Rate and can be calculated as
PER =
Number o f Failed Messages
Number o f Attempted Measurements ∗ 100 % (5)
3.2. Interference model for IEEE 802.11b and IEEE 802.15.4
The collision i.e interference time model is shown in Fig.2. Based on the assumption of blind transmission, the con-
tention window is not modified even when ZigBee and WiFi coexist. Though both ZigBee and WiFi adopt CSMA/CA,
unlike WiFi, ZigBee only detect the availability of a channel by CCA twice after back oﬀ time.
Fig.2 represent the average back oﬀ time of ZigBee and WiFi. Suppose that the back oﬀ time is uniformly dis-
tributed between zero and their minimum contention window, so we can set the two average back oﬀ times equal
to half of the IEEE 802.15.4 and IEEE 802.11 minimum contention window respectively. Interference detection is
achieved by means of energy detection (ED) scans defined in the ZigBee protocol. Based on the feedback from all the
ED scans, the Coordinator selects a channel which has acceptable quality and also not used by other ZigBee PAN. The
final step is the migration of all the PAN devices to this safe channel. We elaborate the steps involved in the proposed
frequency agility scheme in the following section
3.3. Interference Avoidance Scheme: Frequency Agility
According to the theoretic model, BER depends on noise and interference power within the overlapping channel.
The Oﬀset frequency and Distance play a key role on interference power. If ZigBee devices can detect interference,
find safe channels and migrate the entire PAN to a clear channel, performance will be significantly improved. The
proposed solution require minimal adjustments to the existing IEEE 802.15.4 standard, or can be implemented via a
software upgrade in order to facilitate easy adoption. In addition, any proposed solution must be simple and energy
eﬃcient. Considering these factors, a frequency agility algorithm for IEEE 802.15.4 cluster-tree networks which com-
bines the star and mesh topologies, achieves both high level of reliability and scalability, and energy eﬃciency. The
key factors of frequency agility are interference detection and interference avoidance. Each sender node measures its
PER periodically. If the PER exceeds some threshold, the sender will report to router to check its link quality indicator
(LQI). If LQI is below certain value, the coordinator instructs all the routers in the PAN to perform interference de-
tection of the available channels. Interference detection is achieved by means of energy detection (ED) scans defined
in the ZigBee protocol. Based on the feedback from all the ED scans, the Coordinator selects a channel which has
acceptable quality and also not used by other ZigBee PAN. The final step is the migration of all the PAN devices to
this safe channel.
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Fig. 3. Flowchart of: (a) interference detection and (b) interference
avoidance.
Fig. 4. IEEE 802.11b /IEEE 802.15.4 coexistence simulation
model using Network Simulator
3.4. Interference Detection
PER-LQI based interference detection scheme is used in ZigBee network. Due to ZigBee low duty cycle which
only requires a few milliseconds to transmit packets, a node can successfully deliver the majority of its packet by
means of retransmission. To improve packet transmission and network battery life, we use regular packets rather than
dedicated signalling messages such as dedicated beacons or periodic packet transmissions to perform interference
detection. Each end device measures its PER over transmission period of at least 20 packets. When the PER exceeds
25%, an interference detection report is sent to the parent router of that end device. The router checks the LQI between
router and end device, if the LQI is smaller than 100 (which maps to PER 75 %,) it considers that the packet loss has
occurred due to poor link quality rather than due to power outrages or other problems at the End device. In this case,
router will perform ED scans on the current channel to ensure that interference is the actual cause of the degradation
detected a threshold of 35dbm.it considers interference has been detected and the node makes an interference report
to its router which forwards the report to the coordinator. The coordinator then calls the corresponding interference
avoidance scheme and initiates migration to a safe channel. The flowchart of interference detection is shown in Fig
6a. The proposed scheme emphasizes simplicity and eﬃciency, with low network overheads. For a specific case, in
which the interference is so severe that end device cannot successfully report it to router, the router still can detect
interference since it periodically monitors the link LQI between itself and all its child nodes. If the LQI is quite low
over multiple cycles and router does not receive any messages from its child nodes within the configured time out
period, the router automatically performs an energy detection scan and reports the results to the coordinator.
3.5. Interference Avoidance
In considering the scenario in which multiple ZigBee PANs coexist, letting the PAN which experiences greater
interference or the PAN with lower priority, change to another channel by means of beacon requests. The coordinator
determines which channel they switch to based on the responses from the beacon requests that indicate free channel.
A pseudo random- based interference avoidance scheme is proposed. All devices move to the same next channel
based on the pseudo random sequence predefined to avoid interference. This scheme does not take into consideration
factors such as the interference source and state of other channels, instead, channel selection is randomly performed
and interference detection is repeated. It is obvious that this scheme increases the delay and energy consumption. The
interference avoidance scheme utilizes energy detection and active scans to determine which channel is appropriate
for all the devices to change to. ZigBee utilizes sixteen, 2 MHz wide frequency channels located within the ISM
band, and the test bed experiments show that when the oﬀset frequency between ZigBee channel and the WiFi central
frequency is larger than 8 MHz, the interference from IEEE 802.11b is negligible. When the oﬀset frequency is less
than 3 MHz, ZigBee experiences significant levels of interference. In order to reduce the detection time and power
consumption of our protocol, we divide all ZigBee channels into three classes based on oﬀset frequency. As shown
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in Fig.1. Class 1 (solid line) consists of channels 15, 20, 25, 26 in which the oﬀset frequency is larger than 12 MHz;
class 2 (dashed line) is made up of channels 11, 14, 16, 19, 21, 24 with the oﬀset frequency is larger than 7 MHz
and smaller than 12 MHz; while class 3(dotted line) consists of channels 12, 13, 17, 18, 22 and 23 respectively with
oﬀset frequency smaller than 3 MHz. Class 1 has highest priority and class 3 has the lowest. Upon receipt of an
interference detection report, the coordinator sends an energy detection scan request to all routers in the PAN to check
the status of channels from high priority to low priority till an available channel is found. The coordinator chooses
the best channel by means of weighted energy detection result. Each router is assigned a weight based on its priority,
network topology, and location. Nodes which are near WiFi Access Points (APs) or which possess a large number
of child nodes are assigned larger weights. The coordinator chooses the available channels from high to low score.
In a cluster-tree ZigBee network, having all routers doing the energy detection can avoid hidden terminal problem to
some extent. The proposed algorithm minimizes the complexity of the decision-making algorithm and is more energy
eﬃcient. Upon completion of the energy detection scan, all routers in PAN commence an active scan on the proposed
migration channel selected by the coordinator. PAN coordinator send out a beacon request to determine if any other
ZigBee or 802.15.4 PANs are currently active in that channel within hearing range of the radio. If a PAN ID conflict
is detected, the coordinator selects a new channel and unique PAN.
A simulation model based on the IEEE 802.15.4 standard using NS 2.34/Fedora 13.1 is designed using theoretical
model as shown in Fig. 4
In accordance with IEEE 802.15.4 standards document, every four bits are mapped into a symbol and each symbol
spreads to a 32-chip almost orthogonal PN sequence.Data is packed into frames, with a maximum frame size of 128
bytes as defined in the standard. The transmission rate is 250 kbps at 2.4 GHz for ZigBee, while 11 Mbps for WiFi.
The IEEE 802.15.4 and IEEE 802.11b signals are added together before being passed through AWGN channel. Both
signals must be sampled and filtered at the same sampling rate. The frequency band for both simulation systems was
set to - 44 to 44 MHz to satisfy the Shannon theorem. The BER is calculated based on minimum Hamming distance
between data before modulation and after demodulation. The power spectrum is derived from the simulation as shown
in Fig.7
Table1: Simulation Characteristics of Network Simulator
Sr. No. Parameters Specifications
1 Topology Area 50 X 50
2 Number of Nodes 25
3 Number of WiFi Nodes 5
4 Number of ZigBee Nodes 15
5 Number of Substation 5
6 Distance between Nodes 1m to 40 m
4. Simulation Results
Simulation of BER and PER are shown in Figures 6 and 8 respectively. Except for a few channels that are far
away from the WiFi central frequency, most of channels overlap with the WiFi channels have 2 MHz, 3 MHz, 7 MHz,
and 8 MHz oﬀsets from the WLAN channel frequency. Therefore simulations are performed on these four scenarios.
From the simulation results, the BER and PER drop drastically as the oﬀset frequency increases. For the same oﬀset
frequency channel, the BER and PER decrease when the separation distance increases. BER and PER are higher
when the oﬀset frequency is 2 MHz and 3 MHz in the simulation. Both graphs prove that most interference power
is around the central frequency of WiFi. Safe Distance and Safe Oﬀset Frequency are two critical parameters, which
guide the ZigBee deployment in order to mitigate the WiFi interference. If the oﬀset frequency is less than 2 MHz,
the distance between ZigBee and Wifi needs at least 8 m to eﬃciently minimize the eﬀect of the IEEE 802.11b. If the
oﬀset frequency is larger than 8 MHz, safe distance can be decreased to 2 m.
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Fig. 5. Simulation BER versus Distance between access point and
ZigBee receiver
Fig. 6. Simulation BER versus Distance between access point and
ZigBee receiver
Fig. 7. Simulated power spectrum of ZigBee signal Fig. 8. Simulation PER versus Distance between access point andZigBee receiver
4.1. ZigBee Performance Under WiFi Interference
A WiFi router is created in NS2.34 and is set as an access point, with two WiFi nodes connected to the WiFi. One
node transmits large files constantly to the other node through AP. The distance between the ZigBee transmitter and
receiver is 1 m, while the distance between the access point and the ZigBee receiver can vary. The WiFi AP is set to
channel 1 (2412 MHz). ZigBee channels 11, 12, 13, and 14 are simulated corresponding to oﬀset frequencies of 7
MHz, 2 MHz, 3 MHz, and 8 MHz respectively. It is shown that a large number of WiFi APs coexists with overlapping
spectrum and various signal power strength. Set the distance between the access point and the ZigBee receiver as 1
m. The node downloads files from AP at the rate of 768 kbps. The PER performance is shown in Fig 12. The PER
decreases as the oﬀset frequency increases. Fig.7 shows the simulated graph of power spectrum of ZigBee signal.
clearly identified at 8 MHz oﬀset from the WiFi channel center frequency. For the analysis heavy traﬃc is generated
at the rate of 4.5 Mbps between two nodes through router and the distance is varied between the access point and the
ZigBee receiver from 1 m to 7 m. Fig.8 shows that the PER is much higher under the heavy interference. It is also
shown that when the oﬀset frequency is set at 8 MHz, the performance of ZigBee is always acceptable. Fig. 9 shows
simulation result of oﬀset frequency vs packet loss.
4.2. Interference Detection
Obtaining accurate energy detection results within a short time is the key step to guarantee the eﬀectiveness of any
interference avoidance scheme. A number of simulations on the ZigBee nodes are carried out and found that energy
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Fig. 9. Oﬀset Frequency Vs Packet Loss
detection (ED) scan duration of 138 ms provides the best balance between the scan duration and accuracy. The tests
show that 100% percent of best channel are in class 1 when we scan all 16 channels with a single WiFi AP serving as
the interferer. The implication is that a scan of only class 1 channel provides the same result as a complete scan of 16
channels.
5. Conclusion
ZigBee performance under WiFi interference are simulated through network simulator. A Simulation model has
been introduced which completely reflects the ZigBee and WiFi coexistence. Simulation results show that ZigBee may
be severely interfered by WiFi and that a Safe Distance and Safe Oﬀset Frequency can be identified to guide ZigBee
deployment. It is shown that distance of 8 m between ZigBee and WiFi is a safe distance which can guarantee the
reliable ZigBee performance regardless of the oﬀset frequency. it is also shown that 8 MHz is a safe oﬀset frequency
even when the distance is just 2 m. The algorithm enhances the ZigBee performance to provide robust and reliable
service in coexistence with WiFi networks.
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